MFI

As cybersecurity expert with more than 9 years of experience,
MF1 specializes in Identity and Access Management. After a first
experience as an PAM solution integrator in the banking sector,
MFI took a position as a PAM architect and then as a project
manager. He then worked for 5 years as a senior |IAM
consultant.

At the beginning of 2022, he joined a cybersecurity pure-
player, where he carried out various missions to support the
implementation of IAM solutions (mainly Pingldentity,
Usercube and CyberArk), project management, definition of
identity management workflows and deployment of access
solutions. MFI also teaches its field at the ECE engineering.

Identity and Access Management

IAM Solutions: Usercube, SailPoint, EntralD

AM/cIAM Solutions: Ping, Forgerock

PAM Solutions: CyberArk, Wallix, IBM

Cloud environment: AWS, Azure, Google...

MS AD infrastructure components, databases, LDAP
irectories, etc.

Project Management
e Opportunity studies and development of Business
Cases
¢ Choice of solutions and suppliers

e O o o o o o o

¢ Finance/Banking: Multiples banks & insurance
(from online banking to traditional)

e Insurance: from small companies (online insurance)
to major

e Retail/Luxury: Groupe Mulliez, Swiss Companies

e Industry: Automobile, Energy

e Public Sector: Multiple ministries and NGO

>9 years

Native French
Fluent in English

Efrei, 2016

Cybersecurity IT Engineer

Multiple certifications in
IAM, including Microsoft,
Pingldentity, CyberArk and
Usercube.
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Period Mars 2024 -
Role PAM / |IAM expert
Mission Multiple audit assignments, maturity and expertise on demand

e Supporting IAM customers in the context of IAM maturity audits;
¢ On-demand expertise as an IAM PO proxy to offer a new dynamic
to certain projects;

e Renforcement on compliance projects.

Period June 2023 - December 2023

Role Project Director

Mission Ensure the landing of the Usercube project with the teams and
management

e Ensure the design of the solution in joint work with the client
and the publisher;

o Support the project manager in the highlights of the project;

e Ensure the integration of the tool in a demanding international
context;

e Act as an interface between management and the project team;
e Challenge the client's ambitions to maximize the project's
chances of success.

Period May 2022 - December 2023
Role IAM Architect
Mission Establishment of the IAM Strategy and Security Architect

¢ Gathering the desired ambition of the program and the important
elements of the IAM roadmap from the architecture manager;

¢ Analysis of the existing situation (technical architecture, use of
tools such as EntralD and Usercube), proposal of areas for
improvement;

e "Seminar” workshops to help stakeholders assess their maturity
and position themselves (according to GARTNER methodology);

e Maturity assessment workshops on the identity tools and services
in place;

¢ Multiple contributions to architectural files and passage to the
architecture committee.

Period March 2022 - December 2023
Role clAM Consultant
Mission Customer Authentication Strategy and IAM Project Management
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. Definition of the customer authentication strategy, aligned
with the company's objectives and in line with the group's
standards.

. Advice to digital and marketing teams for an optimal and
secure customer experience.

. Detailed elaboration of specifications, technical and
functional specifications.

. Complete project management, including the integrator's
challenge to ensure a quality implementation, while guaranteeing
regulatory compliance.

Period November 2021 - February 2022

Role IAM & PAM Project Manager

Mission Definition of the clAM architecture and project management
. Led the integration team for a customer authentication
project via Pingldentity for mobile and web platforms;
. Coordination of marketing, digital, architecture, and

development teams to define, create, and validate technical and
functional specifications;

. Complete project management, ensuring an implementation
that meets compliance requirements while respecting deadlines
and budget;

. Supervision of the deployment of secure authentication
solutions in "infra as code” mode guaranteeing an optimal user
experience and good scalability.

Period March 2018 - December 2020
Role IAM Project Manager
Mission Application of the IAM criteria of the NIST model on the France entity

e Compliance of ING's IAM France entity by following the NIST
framework (IAM criteria);

e Management of the team of IAM specialists (3 FTEs) and cross-
functional teams (helpdesk, support, business lines);

e Migration of IAM tools and to an RBAC model;

e Change management with managers.

Period December 2019 - December 2021
Role IAM & PAM Project Manager
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Mission IAM & PAM Integration Project Management
¢ Needs analysis and advice on the target architecture (directory,
federated access, privileged access for 20,000 identities;
¢ Analysis and choice of suppliers, subdivision of the project,
management of PoCs and then pilots;
¢ Integration of selected products (CyberArk, Usercube, Keycloak)
and management of project teams (10 FTEs);
¢ Migration of IAM populations;
o Definition of RUN procedures and implementation of the
associated TMA.

Period August 2019 - December 2021
Role IAM & PAM Project Manager
Mission PAM Integration Project Management

e Responsible for PAM integration projects (CyberArk, Conjur)
with identity bodies;

¢ Definition of the roadmap, qualification of needs;

e Advice on implementation, change management with business
lines, democratization of the program, demonstration of PAM
products;

¢ Management of the implementation system (4 FTEs).

Period August 2019 - January 2022

Role IAM/PAM & Delivery Exec Architect

Mission Service delivery management and management for Sogeti IAM
engagements

e Consulting on product architecture (CyberArk & Wallix),
writing technical recommendations related to standards and
regulations;

e Sogeti representative for IAM and PAM engagements,
management of Engagement Managers and Service Delivery
Managers of |IAM services;

e Project management, customer roadmap and managerial

escalations.
Period 16 months (January 2018 - August 2019)
Role PAM Project Manager
Mission Migrating users and increasing the scope of the PAM program

e Preparation and conduct of interviews with representatives of
operational teams, management and third-party maintainers to
gather needs;

e Formalization of communication materials for employees and
management to present elements of answers to the questions
identified;
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e Integration of the teams concerned on CyberArk (onboarding of
more than a thousand users) on the identified perimeters;

e Updated the strategy and trained the client’s internal teams to
continue the integration.



